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DETAILED ACTION 
Response to Amendment 

1 . Cancellation of claims 37-38, 47, and 54-57 is noted. Claims 31-36, 39-46, 48- 
53, and 58-60 remain pending. 

Response to Arguments 

2. Applicant's arguments filed 5/23/2005 have been fully considered but they are 
not persuasive. 

3. With regard to claim 31 , and Applicant's assertion that "Rajasekharan does not 
teach or reasonably suggest generating a validation key associated with the data 
stream, the validation key to map the data stream with a source" (Page 9, Lines 9-1 1 of 
Remarks), the Examiner respectfully disagrees. Rajasekharan clearly discloses that that 
a validation key (source indicator) is included in the authorization data. The source 
indicator corresponds to the source of the authorization data (Col 5, Lines 28-29), which 
may be the same as the source of the digital content (Col 4, Lines 8-9 and 52-54). The 
system uses the source indicator to validate the authority of the data source and 
determine if the data stream/authentication information are received from an authorized 
source (Col 4, Lines 25-28). 

4. Applicant has failed to provide any arguments for claims other than 31 , except to 
state that the independent claims "contain limitations similar to those of claim 31" or 
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depend from an independent claim. Therefore, Applicant's arguments with respect to 
claims 32-36, 39-46, 48-53, and 58-60 are not persuasive for the reasons discussed 
above with regard to claim 31 . 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-36,39-41 ,44-46, 48-51 , and 58-60 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Rajasekharan et al. (US 6,480,961) in view of Xie et al. (US 
6,606,393). 

7. With regard to claim 31 , Rajasekharan discloses a method for validating a data 
stream comprising: generating a validation key associated with the data stream (source 
indicator), said validation key to map the data stream with a source (Col 5, Lines 28-38); 
generating the data stream (data stream is sent)(Col 4, Lines 51-55); storing the 
validation key (authorization data is stored at server)(Col 4, Lines 8-12); and sending 
the validation key (authorization data is sent to client)(Col 4, Line 6) and data stream 
(Col 4, Lines 51-55) to a destination (client). Rajasekharan fails to disclose embedding 
the validation key in the data stream to form a validation key embedded data stream. 
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Xie discloses several methods of authenticating digital messages that are old 
and well known in the art. Xie further discloses that embedding validation information 
within the digital stream is advantageous since removal of embedded information may 
destroy or alter the content. This provides better security that sending the validation 
data outside of the data stream (Col 1, Lines 27-45). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to embed the validation key in the data stream to form a 
validation key embedded data stream since it would have provided enhanced security 
since embedded validation keys would be much more difficult to remove from the data 
stream without corrupting it, ensuring that the source could be validated. 

8. With regard to claim 32, Rajasekharan further discloses that the source is any 
one of a source of audio information, video information, audio-video information and a 
uniform resource locator (URL) (Col 4, Lines 1-2). 

9. With regard to claim 33, Rajasekharan further discloses that generating the 
validation key associated with the data stream comprises generating the validation key 
in response to a request for data to be retrieved from the uniform resource locator. 
Since the source of the validation key is a server computer accessed via the Internet 
(Col 4, Lines 6-9), it must be accessed via a URL prior to sending the authorization data 
to the client. 
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10. With regard to claim 34, Rajasekharan further discloses that generating the 
validation key associated with the data stream, said validation key to map the data 
stream with a source, comprises: generating the validation key (Col 5 t Lines 28-38) and 
sending the validation key to the destination (Col 4, Line 6). 

1 1 . With regard to claim 35, Rajasekharan further discloses that the data stream 
comprises any one of encoded video information, encoded audio information, encoded 
audio-video information, and encoded information from the URL (Col 4, Lines 1-2). 

12. With regard to claim 36, Rajasekharan further discloses receiving the validation 
key at the destination (Col 4, Line 6); sampling the validation key embedded data 
stream at the destination to detect the validation key; and validating the validation key 
embedded data stream in response to detecting the validation key in the validation key 
embedded data stream (validation key is detected and checked) (Col 4, Lines 24-28). 

13. With regard to claim 39, Rajasekharan discloses receiving a validation key 
associated with the data stream (Col 4, Line 4), the validation key to map the data . 
stream with a source (Col 5, Lines 28-38); receiving the data stream (Col 4, Lines 51- 
52); detecting the validation key and validating the data stream in response to detecting 
the validation key (key is detected and checked)(Col 4, Lines 24-28). The validation key 
must be stored since the client receives it and analyzes it. Rajasekharan fails to 
disclose that the validation key is embedded in the data stream. 
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Xie discloses several methods of authenticating digital messages that are old 
and well known in the art. Xie further discloses that embedding validation information 
within the digital stream is advantageous since removal of embedded information may 
destroy or alter the content. This provides better security that sending the validation 
data outside of the data stream (Col 1 , Lines 27-45). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to embed the validation key in the data stream since it 
would have provided enhanced security since embedded validation keys would be 
much more difficult to remove from the data stream without corrupting it, ensuring that 
the source could be validated. 

14. With regard to claim 40, Rajasekharan further discloses that the source is any 
one of a source of audio information, a source of video information, a source of audio- 
video information and a uniform resource locator (URL) (Col 4, Lines 1-2). 

15. With regard to claim 41 , Rajasekharan further discloses requesting data to be 
retrieved from the uniform resource locator (URL). Since the source of the validation key 
is a server computer accessed via the Internet (Col 4, Lines 6-9), it must be accessed 
via a URL prior to sending the authorization data to the client. 
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16. Claims 42,43,52,53, and 55-56 are rejected under 35 U.S.C. 103(a) as being . 
unpatentable Rajasekharan et al. (US 6,480,961 ) in view of Xie et al. (US 6,606,393) in 
further view of Willis, Jr. et al. (US 6,738,815). 

17. With regard to claims 42,43,52, and 53, while the system disclosed by 
Rajasekharan in view of Xie shows substantial features of the claimed invention 
(discussed above), it fails to disclose generating an error if the validation key is not 
detected in the data stream or writing the error to a log file. Rajasekharan does disclose 
checking the validation key to determine is the source is an authorized source (Col 4, 
Lines 24-28). Xie discloses that removing embedded validation keys may destroy or at 
least damage the underlying data (Xie, Col 1, Lines 36-36) 

Willis, Jr. teaches the creation of a log file at a client and writing errors to the log 
file when they occur (Col 6, Lines 44-50). Willis, Jr. further discloses that the logs can 
be uploaded to a server as well (Col 6, Lines 49-50). This would have been an 
advantageous addition to the system disclosed by Rajasekharan in view of Xie since 
generating an error and storing it in a log file would have allowed the server, client, 
and/or users to be notified that the validation key was not found, and that the data may 
be invalid. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to generate an error and write it to a log file if the validation 
data is not detected in the data stream. This would have allowed the server, client, 
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and/or users to be notified that the validation keys were not found and that the data may 
be invalid. 

18. Claims 44-46 and 48 are rejected for the same reasons cited above regarding 
claims 31,32,35, and 33, respectively, since they recite substantially identical subject 
matter. A database is required in order to store the validation key at the server, and is 
therefore inherent. A processor and memory are inherent components of both the 
server and client devices since they are computers. 

19. Claims 49 and 50 are rejected for the same reasons cited above regarding 
claims 31 and 32, respectively, since they recite substantially identical subject matter. A 
bus, processor, and memory containing instructions are inherent components of both 
the server and client devices since they are computers. 

20. With regard to claim 49, Rajasekharan discloses a system comprising: a key 
generation module (KGM) to generate a validation key associated with a data stream 
(source indicator), the validation key to map the data stream with a source (Col 5, Lines 
28-38); a client to receive the validation key and data stream (Col 4, Line 6); and a 
database couples with the client to store the validation key (client stores validation key 
to perform periodic checks) (Col 4, Line 65 to Col 5, Line 3). Rajasekharan fails to 
disclose embedding the validation key in the data stream to form a validation key 
embedded data stream 
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Xie discloses several methods of authenticating digital messages that are old 
and well known in the art. Xie further discloses that embedding validation information 
within the digital stream is advantageous since removal of embedded information may 
destroy or alter the content. This provides better security that sending the validation 
data outside of the data stream (Col 1 , Lines 27-45). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to embed the validation key in the data stream to form a 
validation key embedded data stream since it would have provided enhanced security 
since embedded validation keys would be much more difficult to remove from the data 
stream without corrupting it, ensuring that the source could be validated. 

21 . With regard to claim 50, Rajasekharan further discloses that the source is any 
one of a source of audio information, video information, audio-video information and a 
uniform resource locator (URL) (Col 4, Lines 1-2). 

22. With regard to claim 51 , Rajasekharan further discloses that the client requests 
data to be retrieved from the URL. Since the source of the data is a server computer 
accessed via the Internet (Col 4, Lines 6-9), it must be accessed via a URL prior to 
sending the data stream to the client. 

23. Claims 58 and 60 are rejected for the same reasons cited above regarding 
claims 31 and 35, respectively, since they recite substantially identical subject matter. A 
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machine-readable medium containing instructions to perform the methods is inherent in 
the system disclosed by Rajasekharan since the system is implemented using 
computers. 

24. With regard to claim 59, Rajasekharan further discloses sampling the data 
stream to detect the validation key embedded in the data stream (Col 4, Lines 24-28). 

Conclusion 

25. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

26. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aaron Strange whose telephone number is 571-272- 
3959. The examiner can normally be reached on M-F 8:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 571-272-3949. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



AS 

8/10/2005 




Primary Examiner 



